CSE3180 Principles of Database Systems
First  Semester, 2003    Week 9
Users, Roles and Privileges 

The following material is applicable to Oracle, but you can readily associate the contents with other DBMSs you have used – including Microsoft Access.

Each user has a name, a password and will own many tables, views and other resources.  In your examples at the Oracle Client level, and with Personal Oracle 8, you will have created a number of ‘objects’ which you own – and can therefore process, modify, and delete. You can drop tables, views, indexes etc. with the ‘privilege’ of being the ‘owner’.

A Role is a set of privileges, which is the type of access a user needs depending on the user’s status and responsibilities.  Specific privileges can be granted to roles, and roles may be assigned to other users.

Database System Privileges permit the execution of specific sets of commands.  The ‘Create Table’ privilege permits the user create tables. Most users do not have this privilege, particularly in a multi user environment.

Database Object Privileges provide the means of performing operations on objects. 

 ‘Delete’ allows the deletion of rows from a table or tables.   

‘Select’  allows a user to query with a select from tables, views, sequences and snapshots. Other examples of privileges are ‘Alter’, ‘Grant’, Lock’  which are directed to database objects.

When a ‘user’ is created, with password, a tablespace is also allocated – this is an amount of diskspace for the user’s tables and working area, and also quotas for this diskspace. 

Initially a user has no system privileges, and depending on the nature of the user, a minimum 2 roles are provided.

These roles are  Connect and Resource.

The CONNECT role 

This is a basic privilege and gives the named user connection to the named database. This is supplemented with the addition to access to specific tables belonging to others, and the privilege to select, insert, update and delete rows in these tables as each of the rights is granted.

Users who have the CONNECT role may also create tables, views, sequences, clusters, synonyms, sessions and links to other databases.

The RESOURCE role

At a slightly different level, regular users may be granted additional rights to create their own tables, sequences, procedures, triggers, indexes, and clusters.

Another ‘Role’ is that of DBA – which normally has all system privileges and the ability to grant all privileges to other users. 

Command formats:

This is an attempt to show the form of commands (in Oracle) for some of the privilege processes.

Assume that a user named August owns a table called EXAMPLE. This user has been granted  ‘grant any privilege’ and ‘grant any role’ system privileges.

Assume that 2 users,  September and October are created with the same password, Monday, as :

Create user September identified by Monday; (the user’s name is September, and the password is Monday. This password may also have a time deletion or a permanent setting applied to it.)

Create user October identified by Monday;

(1) The grant command from is:

Grant {system privilege | role} to {user | role}

Or in plain English :  grant CONNECT to September;




      grant CONNECT, RESOURCE to October;

At this stage, September and October can connect to Oracle, but August’s tables are not able to be accessed.

This requires an extension of the grant command. Its form is


Grant object privilege [(attribute …..]


On object to {user | role}


With grant option ;

The privileges a user can grant are : 

Tables and views (user’s own)  insert, update (all or specific attributes), delete

On tables only : alter, references, index, all

On procedures, functions and packages : execute

On tables, views, sequences, snapshots : select

The command, which would be issued by August 

    grant select  on EXAMPLE to October; 

gives October the select privilege to the table EXAMPLE.

The ‘with grant option’ is very interesting. It permits the user to whom this privilege is granted to pass on those privileges the user has been granted, to other users.  

August connects to October’s table with this command  

 - connect October/Monday<@<databasename>   (this form is used with the SQL         Loader).

And the command  select * from August.Example will list all attributes and values from the table Example as owned by August,

Creating a view of this table is done by – 

create view Example as select * from August.Example; 

August is going to create another view of Example, but in the August tablespace


Connect August/(password)<database name>

Create view shortexample as select * from example where (attribute restriction – for example attribute1 > 100).

With this view, August give October the privileges of Select and Update on this view (shortexample). The privileges which October had on the Example table are revoked.   The commands used are


Grant select, update on shortexample to October;


Revoke all on Example to October;

August then reconnects as October  with the command 

 connect October/Monday@<database name> 

and tries to execute the command  select * from Example;   but an error is reported as October no longer has this privilege.

If the reference August.Example were used, this would also result in an error.   Why ??

If the command   select * from August.shortexample is used, then the contents as the result of the view would be displayed – remember these have been constrained by the ‘where’ condition. 

This discourse provides some indication of the security features in Oracle.   A view can be created with restrictions and then give access to the view , rather than the base table, to other users.

Finally, if the view is created under October’s username with


Create view shortexample as select * from August.Example

And a row in the table Example is updated with for instance the following command


Update Example set (a named attribute to) 150 where (some other condition occurs,  for example where the weeknumber is 23), 

When the view is executed, the new value will be reflected in the result.

