Security Standards

Security is a complex and involved practice which should not take a back seat to other administrative tasks.  The database is one of the key protection points; however, as a database architect, DBA, or IT manager, recognising the breadth and depth of security considerations will help you plan prevention methods.

This article contains the 10 domains of security in the Common Body of Knowledge produced by the International Information systems Security Certification Consortium, also known as ISC, one of the main guiding bodies of security-based standards.

1. Security management practices (security guidelines and SLAs for data centers

a. Security policy, standards, and procedures

b. Roles and responsibilities

c. Risk management (data classification, risk assessment, and risk analysis).

2. Security architecture and models (confidentiality, integrity, and availability)

a. Trusted systems

b. Desktop and server operating systems security model

c. WAN and LAN topologies

a. Access control systems and methodology (access level for a centralised or decentralised system or application) 

b. Preventive, detective and corrective methods

c. Authentication 

d. Security domains

e. Intrusion detection

a. Operations security (access privileges, audit, and monitoring, and how to handle violations, incidents and breaches).

b. Control of hardware, media and operator access

c. Change control management

d. Separation of duties

a. Physical security (physical protection for people, facility and instruments)

b. Facility planning

c. Personnel access controls

a. Cryptography principles (disguising information to ensure integrity, confidentiality and authenticity)

b. Use of encryption to secure information

c. Public key structures

d. Digital signatures

a. Telecommuniv=cations, network, and Internet security (voice and dataa communicarions, LAN, WAN and remote access

b. Email security

c. Network security management

d. Remote access (VPN, SSL)

e. Firewalls

a. Business continuity planning and disaster recovery planning (focuses on protection from major system and network failures)

b. Strategy

c. System backup and recovery

a. Law, investigations, and ethics

b. Intellectual property law

c. Privacy laws

d. Regulatory compliance

e. Governance requirements

a. Application development security

b. Integrity, security, and availability

c. System life-cycle and security

d. Database and data warehousing threats and protections
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