Data Quality

The quality (and often the accuracy) of Information is highly dependent on the quality of data – and this is in turn dependent on the source systems, their applications and operational processes.

This article will provide you with some aspects of auditing data quality, and while the materials are related to data warehousing, they are as valid for other ‘data’ systems.

Let me introduce you to the term – ‘ Data Quality Audit’. It is an understandable term and indicates the opportunity, or even need, to examine data – generally by the application of rules (as in financial audits. Sarbans-Oxley and Basel ll should be familiar terms).

There are 2 major concerns in source systems

1. Insufficient process controls to ensure data quality and consistency

2. Limited or no basic edits

So, let’s examine these concerns and see what is being done, or what should be done, to ensure quality.

But before we do, what are some of the problems ?  How about these ?

a. The ability of a user (a person or an application) to alter key values such as Student Ids, account codes, values … As you will find in Relational Database Integrity, the ability to link data in multiple tables is based on the Primary Keys and Foreign Keys. This is known as Referential Integrity. However if the Primary Key and/or the Foreign Key values can be changed, what happens to the whole purpose and processing capability of a relational Data base ? AT worst, any information developed is incomplete. At worst, Information produced is incorrect and misleading.

b. Source applications have been known to provide little or no edit checks to make sure that any and all data entered meets basic standards. And you could say ‘How could such a system be developed.  Why were these deficiencies not detected before the system went live ? Why didn’t the testing processes reveal these faults and omissions ? ‘. And they are valid points – but systems with such deficiencies have been built and put into production.

The flow of data from such poorly designed processing systems to data warehousing, and its subsequent analytical power (which includes data mining) obviously can be adversely reflected in high-powered analyses.

The data warehouse adds to the data quality problem and there are 2 major areas :

1. The lack of, or inadequate source data analysis

2.  Unsuitable, limited or no data warehouse management

How can these be addressed ?

Item 1 can be addressed by developing and applying guidelines for allowing (or sourcing) data to the warehouse. This is much better than allowing any data to become part of the warehouse.

Item 2 can be addressed by the monitoring and tuning of data which is ‘warehoused’ to achieve quality assurance and data relevance, such as :

· Warehouse data must be associated with a business requirement. The alternative is to have data in the data warehouse which is either omitted from processing, or not deleted, nor is it examined for quality

· Reference table maintenance is not synchronised) with applications

The objectives of a data quality effort programme are

· to produce statistically valid data quality measurements of the data warehouse ( metrics, perhaps ?)

· to investigate, identify, and to document leading data quality causes

· and to create an assessment and recommendation report

The next question is ‘how does a Data Warehouse data quality audit happen ? Or, how does it work ?

It is an iterative process where subject matter areas are identified, and tasks are defined  which has the effect of audit team to set specific milestones and appropriate ‘deliverables’ which are specific and unique to the iterations. 

This is a six step approach and in the brief following explanation, 3 subject area are audited – Customer, Account, and transaction. 

1. Deliver Data Definition Language – which provides the initial scope of tables and their attributes which must be relevant to the subject audit areas.

2. Obtain Sample Data – Confidence levels are critical and although the standard deviation method does some weaknesses, these can be minimised by using random samples of the target data.  A random sampling function should be used. 

Where ‘business rule checks’ require cross table joins, a fairly common process in relational databases, a base table control is used to test against all of the content rows of an associated table in the data warehouse.

3. Establish the base rule set. This can take different forms, but    

specifically  relates to the association of data values with the data set ‘type’   integers have no decimals, names are alphabetic, dates are in date form, nulls may (or may not) be allowable. It all sounds trivial but ti is necessary.

4. Subject Matter Experts (or SMEs) should apply data management    

Rules. These rules identify and document the known business rules which apply to, and affect the content of, each table relevant to the subject area.

5. Apply User Community Subject Matter Expert rules. This adds another 

audit dimension as the User Community can, and will, contribute additional rules which they consider necessary.

Do you think that this should not happen ? or that all rules should be at the shop front ?  Well, reality tells us that it does happen.

6. Final Results Calculations. Final results will be calculated, and a report published after all the rules have been identified, formalised, reviewed, and accepted for each subject area.

