Some Thoughts about RFID Tags

You have heard of the very large masses or volumes of data which exist in the Business environment. Some of this great volume comes from ‘transactions’, which are received, analysed and form the basis of information – or are stored for further analyses.

One of the limiting aspects of data collection is the ability to collect it – accurately, quickly and of course, cost effectively.

There are many different techniques used – document scanning, bar code scanning, direct data entry (keyboarding), mark sensing, voice   - to name some of the more ordinary ones.

However there is a new device which will, or could, capture many times the current load of data.

Device is probably not a good descriptive term. There are two related technologies involved – radio frequencies identification (RFID)  and ‘smart dust’. It has already been introduced into manufacturing plants and retail stores in America.

Basically is it the natural development of bar code technology, but instead of there being a visible bar code as you see on so many objects, a Radio Frequency Identifier is a miniature electronic circuit which can be attached to a label in much the way in which bar tags are ‘packaged’.

There is a major difference however – a normal bar tag must be read by a laser scanner, as you see in a supermarket checkout point.  An RFID tag needs only to be passed near a specially equipped RFID transceiver. Invisible radio waves from a transceiver activate the tag’s circuitry, which transmits data back to the transceiver.

The tag itself is inactive, and does not require a power source.

RFID tags store a 64 bit unique code as opposed to a standard printed bar code (for example a universal product code stores 11 digits). The RFID tag codes will accommodate a 19digit value – which immediately extends the range of items which can be coded.

The effect of this is that the ‘new’ form tags will probably permit of every instance of every item to be tracked.  The transceivers could be placed literally anywhere, even in doorways.  On a practical note, and using Supply Chain Management as an example, there is a very high possibility of tracking the movement of every individual product, not just the container or package in which they are being transported, from the assembly line, onto a pallet, to the exit assembly point, onto a vehicle, in transit receiver stations and finally at the delivery location.

Such ‘data’ would be transmitted to a Supply Chain Management database or databases.

It would be technically possible for a shopper at a retail outlet to fill their shopping trolley or basket, and then pass a point which was RFID enabled to have each and every item accurately and automatically ‘registered’.

The shopper could feasibly have a credit card with its own RFID tag in it.  Prior to exiting the shopper would approve the purchase and exit. 

There are of course some natural consequences as a result of this. One is the rapid increase in the amount of data which can be generated, which leads to the capability of existing communication facilities to handle the increased loads.

Another is the capability of existing computer systems to process the increased loads, including the On Line Analytical Processing which is now almost a ‘built in’ component of transaction processing, and another and possibly more ‘dangerous’ impact is that of security and privacy.

Is this new ?  RFID tags have been implanted in livestock and pets for a number of years – this is for identification and tracking. Some whales and dolphins have also been implanted with these tags.

The RFID tags can be either completely static (write once as in the tagging of goods) or a later development is RFID tags which can be updates by an RFID transceiver in the field.

A further use or this technique is in the implanting of RFID in high value currency banknotes. This would enable a history of their movements and current location to be available, and the American Treasury is interested in RFIDs to assist in the detection of counterfeit notes.

Smart Dust

Another emerging technology is  – smart dust. Those of you who have heard of Peter Pan and Tinker Bell will no doubt think of ‘pixie dust’.

This technology is very much in the development stage. Its concept is that of a simple RFID circuit to replace the bar code label – and to extend this to embedding an entire computer in a microscopic package.

The first microprocessor (1974, Intel 8080) was a 2 MHz device. You would need to look in a museum to find one of these now. As you heard in an earlier lecture the operating system was DOS, and memory size was (by today’s standards) a miniscule 640 Kilobytes (640Kb). 

Since 1974, the size of the desktop has stayed almost the same, BUT the CPU power and size of real memory have increased by a factor of more than 1000 – and this will most likely continue.

In inverse logic, if the processing power is constant, and the size of the desktop were allowed to shrink, then the size of the 8080 box would be about 1 cubic millimetre in size – and would be very hard to see. (reductio ad absurdam, or Occam’s  razor ?)

This is the concept behind ‘smart dust’.

There have been some research projects which have shown the ability to manufacture smart dust devices. Some of these have been packaged with microscopic batteries. 

Technically, it would be possible to scatter smart dust in an environment and for the separate processors to self-organise themselves into a network which could then be accessed and interrogated remotely.

You should try one of the more advanced browsers (Google for instance) to locate more material on this topic.
