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  Risk Management Analyses

That is an impressive heading isn’t it ?  What does it mean ?

(a) Managing financial risks ?

(b) Analysing financial risks ?

(c) Analysing financial failure ?

(d) Being aware of a possible threat which could lead to financial disaster ?

It is probably true that most, if not all, managers expect to have some early warning before things go sour.

Threats can arise from inside or outside an organisation, and in some cases both origins are linked.

What are some of the ‘agents of failure’ ?

Try these : 
Misleading or poor reporting of the accounting and financial risk exposure

Poor  technology security which could lead to unauthorised access and possibly avoidance of the security which is supposed to be in place

Unfortunately, business procedures are not a 100% safeguard against what might be called ‘anti-organisation’ behaviour (including fraud of course).

Standard accounting practices are not particularly strong in detecting the possibility of disasters – after the event, but not necessarily prior to a disaster.

However catastrophic failure can be lessened by installing management and risk capabilities. A good time to do this is during Information Technology system upgrades.

It should be possible for management to establish different accounting standards which cater for high, medium and low risk scenarios. This is similar to Management planning for Business Project Management (another paper).

Unfortunately, it is common for managers to accept that failure is a slow downturn, or degradation, over a lengthy time period.  For instance a bad economy which causes less revenue, carrying excess static inventory,  personnel productivity which is decreasing, Information Technology systems which perform poorly – breakdowns, constant maintenance, slow delivery of information… 

However the real world is quite different – Business cycles change faster than businesses can adapt to them. You are probably aware of some of the highly publicised disasters over the past few years – HIH, Arthur Andesen, Baring’s Bank (England), and Enron for instance. 

Unexpected bank foreclosures will greatly affect many medium to small businesses -  do you know of any recent major bank foreclosures ?

The general reaction to these types of occurrence is to ‘enforce regulations’ or ‘develop more robust regulations’. But history shows that operating a business within  legal accounting practices is not the total answer of avoiding sudden or large collapse. 

You may have studied cases where, in the mid to late 1980’s, savings-and-loan institutions were legally allowed excessively low equity holdings, and there were accounting practices which grossly misrepresented their solvency.

Have you heard of the Sarbanes-Oxley Act ? It calls for rules-based accounting practices to be altered to principles-based accounting practices.

Unfortunately, the effects or the impact of this act are not known, as the Auditor’s Oversight Board is still developing the rules.

To date we have accepted that Auditing, corporate executives, and boards have been the guardians against collapse or improper practices.

But is this now realistic ?  Perhaps accounting quality control and audit (or executive, or board) compliance should be replaced, or strengthened, by commoditised, technology based  risk assessment, forecasting, fraud and improper practices detection. 

How ? There is no one ‘solution to all the problems’ – but there are a number of agents which when working collaboratively will give very high risk detection, warnings and avoidance. One of these agents is, of course, Information Technology systems.

To handle unpredictable events, system architectures need to be adaptive. The ability to detect danger, or the effect of some unacceptable process, and to readjust quickly and accurately is a major advantage. But, to do this, the business needs to be alert, agile, willing to learn and importantly able to learn and to transform or instill knowledge into behaviour – in an IT system, this is software.

In the design of Information Technology systems (or applications) there needs to be the recognition and implantation of ‘Business Rules’ – not just the domain sets, nulls and value ranges which you have met, or will meet with database, but Operational rules which apply to daily business processes, and analytical  rules which provide feedback on metrics (measurements), forecasting and surveillance of the application of rules. What we have here is ‘intelligence in the systems’.

Unfortunately, experience shows that management get harassed or deflected by vendor perspectives, cost pressures and concerns about ‘functionality’.

Is there a recipe for preventing financial disaster ? What are some of the ‘rules’ ? Well one very sound rule is to reduce the possibility (or probability ?) of  being caught unprepared by failure, and another rule is to minimise quickly the impact of unexpected and undesirable events.

The benefits of these rules should result in the capability of flexibility for change, improved corporate management and cleaner, more transparent business processes which boost personal initiative and individual esteem.

How can this be achieved ? There are a number of ways.

Firstly, identify and expose rules which support the business. Apply the rule of lateral thinking. For instance, can buyers be prevented from making unauthorised deals or purchases by governance or ethics ? Can complex rules give flexibility to buyers while at the same time maintaining a limit on ‘buyers’ choice’ or discretionary purchasing ?

Rules will change. This is unavoidable. Business needs change also. But there must be rule application must always be possible. 

Rules are best embedded in a database, with the opportunity of authorised managers to alter them as part of the management function. There are ‘rules engines’ technologies which support this. Enterprise resource Planning, Business Intelligence, and Business Project Management use this technique.

Another critical ‘governance’ concept is risk management. As an example, consider this - Human Resources (the organisation which is responsible for hiring and firing people, and their  skills) is often not able of estimating the business risk of ‘option plans’ and executive compensation. Do any recent events come to mind ? – BHP Billington, Commonwealth Bank perhaps ?

Option plans may need to be examined so that potential risks can be balanced against the demands of the current hiring environment. This requires some smart decision support tools.

What about educating managers, and investors ?  There seems to be a trend for boards to select their Chief Executing Office because of strong Financial expertise. This could lead to risk estimates being in financial terms. This may be prejudiced if the risk estimates are not viewed also in the accounting environment, with a degree of uncertainty added.

It is difficult to manage uncertainty, but scenarios should be able to be built on conservative, moderate and medium-to-high risk scenarios.

What about fraud ?  It is unfortunately considered as being an ‘outside’ influence. It need not be. It can involve internal personnel who misrepresent results because of job pressures – too much to achieve in too little time and possibly taking risky, if not dangerous, short cuts.  It can also be caused with lack of expertise or poor training in a technology. It could be that internal staff are taking advantage of a weakness to make personal gains. 

There is available software which can detect, pinpoint and raise the alert when a sequence of numbers has been created artificially and which could be associated with false accounting (lottery tickets perhaps ?).

Abnormal selling or purchasing (stocks and shares ?), attempts to alter accounting records (trial or final balances), illegally created bank accounts can be identified and tracked.

Senior Managers of course do not want, nor need, to spend their time chasing events – they require alarms. Had an alarm been available in one case which occurred in the early 1990’s when a business grossly overstated sales and by doing so affected its corporate integrity, the sudden and dramatic change in sales would have set the alarm off – and hopefully the fallout would not have occurred. However, the alarm system was not in place. 

Some existing software includes Mantas Inc. ‘Behaviour Platform’. There is Link Analysis from NetMap Analytics, and Minotaur from Neural Technologies – this sets up neural networks to detect money laundering (and other forms of fraud) in utility, financial and telecom industries. Much of the software appears to be third party. 

There will, in all likelihood, be some cultural impact, and resistance. The development, installation and use of such techniques needs to be spooned in, with there being room for sensitivity initially. 

What are the benefits of this seemingly 22nd Century approach to fraud and undesirable practices ?

1.   Managers should be able to better appreciate risks in making decisions

2.   Improvements in flexibility and change management

3.   Better strategic thinking

4.   More enlightened investor confidence

1. What are the disadvantages or drawbacks ?

2. The risk of uncovering unpleasant surprises at awkward moments (e.g. at a board meeting, or a shareholders meeting.

3. An uneasy work environment cause by the Big Brother or Big Sister cybernetic presence. 

4. Possibly unhappy staff and customers.

If this paper interests you, you might like to read ‘Business Rules Applied’ by Barbara Von Halle, Wiley, 2001 and/or take a look at www.brcommunity.com
