CSE1720 Business Information Technology and Systems

Summer Semester 2005

Monitoring and Managing Applications

Unless you have been closely associated with the effort involved in an Information Technology based Business application, both prior to, during and after, it is easy to form the impression that the application ‘can be left to itself’.

This is not so of course and organisations have found it essential to develop a strategy for enterprise application management and monitoring.

One reason is the constraints placed on Information Technology support costs which in turn have become critically important because of global recession forces.  This raises the question ‘is this the only time when such strategies are necessary’ ?

One way of answering this question is to ask  

‘Should organisations manage and monitor strategic business applications’ ? 

and an even more enlightening question –

 ‘what is the cost of not monitoring or properly managing these strategic business applications’ ?

 The whole concept of managing and monitoring is fundamental.

Indirect costs associated with downtime (as you have read in a previous paper) can be very high (in some cases ‘staggering’ is the term used).

An American study in 2002 by a New England research team showed that if 33% of large business point-of-sale applications are unavailable for just 1 hour, the loss of revenues can range between $US1 million and $US2 million.

The same firm indicated that if 14% of large business CRM applications are unavailable for 1 hour, it would cause $US1 million in lost revenues – they did not calculate the other side effects such as disenchanted customers or loss of previously ‘loyal’ customers.

Distributed  applications and networks are complex, as you have gathered. It is essential to executive management to ensure that networks and data are secure.

So also is keeping applications tuned for optimal performance. Change control and change management processes must be well defined and installed to stop unauthorised or badly defined system installations, upgrades, modifications, operation system upgrades and modifications (including supplier ‘patches’) which could affect application performance.

Stability of applications requires the automation of deployment strategies which in turn will, or should, provide consistency and error avoidance from and in manual processes.

Adherence to the processes (change management, ….) will ensure stability, reliability, support capability and the ability to manage the application environment.

A distributed environment is not a good place for determining or isolating problems – but it can be improved by the use of monitoring and management practices.

Efficiency can be maximised by reviews of

· Application settings and configurations

· Network operating system (dynamic IP address assignments, name resolution, network bandwidth or bandwidths)

· Network configuration (routing protocols and routing distribution)

· Network interfaces and utilisation

· System processes (memory, CPU, disk or mass storage devices)

This may seem a very large window, and it goes without saying (although I’m going to) that looking at one component only will not expose all the data necessary to monitor a distributed system.

Many organisations (or enterprises) use a number of tools, standards and resources for this task – most monitoring software does not effectively monitor all application components (but there is much work being done to improve this situation).

However, the use of the most advanced tools by itself, is not the answer to ineffective monitoring strategies. The answer lies in high quality Information Technology management fundamentals.

There are some interesting ‘fundamentals’  such as –

1. What are the service levels the business applications require, and who determines them ?   In a previous paper you read about the absence of understanding between Service management (sales) and Provision management (I.T.).

2. What data is necessary to be collected to meet the service-level agreements so that the starting point or points for implementation of the strategy

3.A framework will need to be built to set the standards for application management across the organisation or enterprise – and ensure that they are adhered to, and modified and updated as or when conditions alter.

4. Set up and activate the framework

5. Carefully monitor staff reactions, improvements in locating causes of problems and time to respond and fix a problem.  

